
Semgrep Vulnerability Summary Report

This is a summary report of the security scan results.

Severity Count

Critical 62

High 21

Medium 0

Low 0

Info 0

Unknown 0

Top 10 Findings
1. [Critical] Possible hardcoded secret detected (password, secret, token, apiKey) in
.properties/.txt file.
/appdata/jenkins/workspace/builder_demo/src/main/java/com/callgate/admin/common/jwt/JwtService.java

2. [Critical] Possible hardcoded secret detected (password, secret, token, apiKey) in
.properties/.txt file.
/appdata/jenkins/workspace/builder_demo/src/main/java/com/callgate/admin/common/jwt/JwtService.java

3. [Critical] Possible hardcoded secret detected (password, secret, token, apiKey) in
.properties/.txt file.
/appdata/jenkins/workspace/builder_demo/src/main/java/com/callgate/admin/common/utils/TextUtil.java

4. [Critical] Possible hardcoded secret detected (password, secret, token, apiKey) in
.properties/.txt file.
/appdata/jenkins/workspace/builder_demo/src/main/java/com/callgate/admin/common/utils/TextUtil.java

5. [Critical] Possible hardcoded secret detected (password, secret, token, apiKey) in
.properties/.txt file.



/appdata/jenkins/workspace/builder_demo/src/main/java/com/callgate/admin/common/utils/TextUtil.java

6. [Critical] Possible hardcoded secret detected (password, secret, token, apiKey) in
.properties/.txt file.
/appdata/jenkins/workspace/builder_demo/src/main/java/com/callgate/admin/common/utils/TextUtil.java

7. [Critical] Template placeholder detected in XML (${...} or {{...}}). If substitution values
are not validated or escaped, XML injection or malformed XML may occur.
/appdata/jenkins/workspace/builder_demo/src/main/resources/env/common/common-appender.xml

8. [Critical] Template placeholder detected in XML (${...} or {{...}}). If substitution values
are not validated or escaped, XML injection or malformed XML may occur.
/appdata/jenkins/workspace/builder_demo/src/main/resources/env/common/common-appender.xml

9. [Critical] Template placeholder detected in XML (${...} or {{...}}). If substitution values
are not validated or escaped, XML injection or malformed XML may occur.
/appdata/jenkins/workspace/builder_demo/src/main/resources/env/common/common-appender.xml

10. [Critical] Template placeholder detected in XML (${...} or {{...}}). If substitution values
are not validated or escaped, XML injection or malformed XML may occur.
/appdata/jenkins/workspace/builder_demo/src/main/resources/env/common/common-appender.xml


